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Disclaimer

The information in this document is for informational purposes only. Please inform HMS Net-
works of any inaccuracies or omissions found in this document. HMS Networks disclaims any
responsibility or liability for any errors that may appear in this document.

HMS Networks reserves the right to modify its products in line with its policy of continuous
product development. The information in this document shall therefore not be construed as a
commitment on the part of HMS Networks and is subject to change without notice. HMS Net-
works makes no commitment to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative pur-
poses and are only intended to help improve understanding of the functionality and handling
of the product. In view of the wide range of possible applications of the product, and because
of the many variables and requirements associated with any particular implementation, HMS
Networks cannot assume responsibility or liability for actual use based on the data, examples
or illustrations included in this document nor for any damages incurred during installation of
the product. Those responsible for the use of the product must acquire sufficient knowledge
in order to ensure that the product is used correctly in their specific application and that the
application meets all performance and safety requirements including any applicable laws, reg-
ulations, codes and standards. Further, HMS Networks will under no circumstances assume
liability or responsibility for any problems that may arise as a result from the use of undocu-
mented features or functional side effects found outside the documented scope of the product.
The effects caused by any direct or indirect use of such aspects of the product are undefined
and may include e.g. compatibility issues and stability issues.
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1 Order Code and Description

ORDER CODE
INKNXRTRO0080000

DESCRIPTION
Intesis KNX IP Router Secure.

This device works as a router between KNX TP and KNX IP, and as an interface for accessing

the KNX TP installation via KNX IP through up to eight IP tunneling connections, even re-
motely.
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2 General Information

2.1 Intended Use of the User Manual

This manual contains the main features of the Intesis KNX IP Router Secure and the instruc-
tions for its appropriate installation, configuration, and operation.

Any person who installs, configures, or operates the Intesis KNX IP Router Secure or any
associated equipment should be aware of this manual's contents.

Keep this manual for future reference during the installation, configuration, and operation.

2.2 General Safety Information
A Follow these instructions carefully. Improper work may seriously harm your health and
damage the Intesis KNX IP Router Secure and/or any other equipment connected to it.

Only technical personnel, following these instructions and the country legislation for installing
electrical equipment, can install and manipulate the Intesis KNX IP Router Secure.

Install the Intesis KNX IP Router Secure indoors, in a restricted access location, avoiding ex-
posure to direct solar radiation, water, high relative humidity, or dust.

Mount the Intesis KNX IP Router Secure on a DIN rail inside a grounded metallic cabinet,
following the instructions in this manual.

Connect the Intesis KNX IP Router Secure only to networks without routing to the outside
plant. All communication ports are considered for indoor use and must only be connected to
SELV circuits.

Disconnect all systems from power before manipulating and connecting them to the Intesis
KNX IP Router Secure.

Respect the expected polarity of communication cables when connecting them to the Intesis
KNX IP Router Secure.

Take the necessary antistatic precautions before manipulating the Intesis KNX IP Router Se-
cure to avoid electrostatic discharges.
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3 Factory Default Settings

The following configuration is set by factory default:
¢ Individual device address: 15.15.0
e Number of configured KNXnet/IP tunneling connections: 1
¢ Individual address of tunneling connections: 15.15.240
o |P address assignment: DHCP
¢ Initial Key (FDSK): Active
o Security Modus: Not active

To reset the Intesis KNX IP Router Secure to its factory default settings, see Reset to Fac-
tory Settings.
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4 About KNX Secure

This is a KNX Secure device.

The specification for KNX Secure distinguishes between KNX IP Secure and KNX Data Se-
cure.

o KNX IP Secure protects communication over IP while on KNX TP the communication
remains unencrypted. Thus, KNX IP Secure can also be used in existing KNX sys-
tems and with non-secure KNX TP devices.

o KNX Data Secure describes the encryption at telegram level. This means that the tel-
egrams on the twisted pair bus are also encrypted.

4.1 KNX IP Secure for the Router Function

Routing communication is encrypted with KNX IP Secure. This means that only IP devices
that know the key can decrypt communication and send valid telegrams. A time stamp in the
routing telegram ensures that no previously recorded telegrams can be replayed. This pre-
vents the so-called replay attack.

The key for the routing communication is reassigned by ETS for each installation. If KNX IP
Secure is used for routing, all connected KNX IP devices must also support KNX IP Secure
and be configured accordingly.

4.2 KNX IP Secure for the Interface Function

When using the Intesis KNX IP Router Secure as an interface to the bus, access to the instal-
lation is possible without security for all devices that have access to the IP network.

With KNX Secure, a password is required. A secure connection is already established for the
transmission of the password. All communication via IP is encrypted and secured.

4.3 KNX Data Secure for the Device

The Intesis KNX IP Router Secure also supports KNX Data Secure to protect the device itself
from unauthorized access from the KNX bus. If the Intesis KNX IP Router Secure is pro-
grammed via the KNX bus, this is done with encrypted telegrams.

Encrypted telegrams use longer frames (up to 63 bytes of payload) than the standard KNX
ones (up to 23 bytes of payload). For secure programming via the bus, every device in the
communication path must support long frames.

4.4 KNX Data Secure for Group Telegrams

Telegrams from the bus that do not address the Intesis KNX IP Router Secure as a device are
forwarded or blocked according to the filter settings (parameters and filter table). It does not
matter whether the telegrams are unencrypted or encrypted. Forwarding takes place exclu-
sively on the basis of the destination address. The secure properties are checked by the re-
spective recipient.
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KNX Data Secure and KNX IP Secure can be used in parallel. In this case, for example, a
KNX sensor would send a group telegram encrypted with KNX Data Secure to the bus. When
forwarding via KNX IP with KNX IP Secure, the encrypted telegram will be encrypted again
just like unencrypted ones. All participants on the KNX IP level that support KNX IP Secure
can decode the IP encryption, but not the original encryption with KNX Data Secure. Thus, the
telegram from the other KNX IP routers is again transmitted to the target line(s) with KNX Data
Secure. Only devices that know the key used for KNX Data Secure can interpret the telegram.
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Use case: The Intesis KNX IP Router Secure as a router between KNX TP and KNX IP, and as an interface for
accessing the KNX TP installation via KNX IP, even remotely.

B e, B o,
KNX KNX

TP SECURE IP SECURE
M ( ‘) KNX IP BACKBONE )
X
- A A — SYSTEM)
& 0] (] $

ETS

Intesis’

5.1 Main Features
This is a KNX IP Secure and KNX Data Secure product.

e Double function: KNX IP router and KNX IP interface.

e As a KNXIP router, use it to forward telegrams between KNX TP and KNX [P devices,
as a line coupler, and as an area coupler.

e As a KNXIP interface, it allows up to eight simultaneous IP tunneling connections.

¢ Manual mode: forwarding of grouped and/or individual addresses for testing and de-
bugging purposes.

e Extended filter table for main groups O .. 31.
o Buffering capacity of up to 150 telegrams.

5.2 Capacity

As a KNX IP interface, the Intesis KNX IP Router Secure allows up to eight simultaneous IP
tunneling connections.
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5.3 General Functionality

The Intesis KNX IP Router Secure operates according to the KNXnet/IP specification using
core, device management, tunneling and routing.

As a KNXIP router, the Intesis KNX IP Router Secure is used for routing and filtering telegrams
between KNX TP and KNX |IP segments.

As a KNX IP interface, the Intesis KNX IP Router Secure allows up to eight IP tunneling con-
nections, i.e., point-to-point connections of client devices to the KNX TP installation via IP.

i)

Examples of client devices include:

e A PC running ETS used for programming KNX TP devices over the IP network.

e A visualization server.

5.3.1 Router Function (KNXnet/IP Routing)

The Intesis KNX IP Router Secure operates as a coupler between KNX TP and KNX IP seg-
ments:

e Line coupler: It routes communication between a KNX TP line and a KNX IP area.

e Area coupler: It routes communication between a KNX TP area and the KNX IP back-
bone.

Line coupler Area coupler Line and area coupler

B ey - Switch

= | Switch

[J LN

| & Intesis KNX 1P

| 1. Intesis KNX IP
Router Secure

)

BEHEH®

The individual address assigned to the Intesis KNX IP Router Secure determines whether it
operates as a line or area coupler:

o Iftheindividual address is in the form of x.y.0 (x, y: 1 .. 15), it operates as a line coupler.

e Ifthe individual address is in the form of x.0.0 (x: 1 .. 15), it operates as an area coupler.
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A

The Intesis KNX IP Router Secure can function either as a line coupler or as an area cou-
pler. However, regardless of its role, the IP network is always treated as the KNX backbone.

A

When using an Intesis KNX IP Router Secure, there must not be another KNX IP router in
the segment beneath or above it.

For example, if an Intesis KNX IP Router Secure is used as a line coupler with the address
1.x.0, there must not be another KNX IP router with the address 1.0.0. In the case of using an
Intesis KNX IP Router Secure as an area coupler with the individual address 1.0.0, there must
not be a KNX IP router with the address 1.x.0.

5.3.1.1 Filter Table

The Intesis KNX IP Router Secure features a filter table, contributing to reducing the bus load.
The filter table (8kB) supports the extended group address range (main groups 0 .. 31) and is
automatically generated by the ETS.

Because of the speed difference between the Ethernet (10/100 Mbit/s) and KNX TP (9.6
kbit/s), a far greater number of telegrams can be transmitted on IP.

If several consecutive telegrams are transmitted for the same line, they must be buffered to
avoid telegram loss. The Intesis KNX IP Router Secure has a memory for 150 telegrams (from
IP to KNX).

5.3.2 Interface Function (KNXnet/IP Tunneling)

The Intesis KNX IP Router Secure can be used as an interface to KNX. The KNX TP bus can
be accessed via the IP network. For this purpose, additional individual addresses must be
assigned, as described in Additional KNXnet/IP Tunneling Interfaces.

The access via the IP network can be performed either from the local area network (LAN) or
remotely via a network address translation (NAT) or virtual private network (VPN) connection.
To know more about remote access via NAT and VPN, see Remote Access.
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6.1 Layout

@ KNX bus connector

@ Programming LED

€ Button f. programming mode
@ KNX LED (multicolor)

© Mode LED (multicolor)

@ P LED (multicolor)

@ Button Pass GAs

© Button Pass IAs

© LAN Connector

6.2 Mounting

The Intesis KNX IP Router Secure is designed for installation on a DIN rail with a width of 1
unit (18 mm).

6.3 Connections

e Connection to the KNX TP bus: Connect the Intesis KNX IP Router Secure to the
KNX TP bus using its standard KNX connector @.

¢ Connection to the KNX IP backbone: Connect the Intesis KNX IP Router Secure to
the KNX IP backbone using its Ethernet connector €).

The Intesis KNX IP Router Secure is powered by the KNX bus. An external power supply is
not necessary.

6.4 Push Buttons

6.4.1 KNX Programming Mode Button
Use this button e to enable and disable the KNX programming mode.
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TIP

You can also enable the KNX programing mode by pressing both Pass GAs 0 and Pass IAs
@ buttons simultaneously, provided the manual operation is not enabled in the router. See
Manual Operation Mode with the Pass GAs and Pass |As Buttons below.

This functionality can be enabled and disabled using ETS: From the Parameters tab select
General settings and use the Prog. mode on device front parameter to select either:

e Disabled

o Enabled (default option)

When the KNX programming mode is enabled, both the programming LED 8 and the Mode
LED @ light up red.

6.4.2 Manual Operation Mode with the Pass GAs and Pass |IAs Buttons

For testing and debugging purposes, the configured routing settings (filter or block) can be
bypassed by enabling the manual operation mode.

e Short press (click) the Pass GAs button 0 to enable and disable the forwarding of
grouped addressed telegrams.

e Short press (click) the Pass IAs button @ to enable and disable the forwarding of
individually addressed telegrams.

If one of these modes is enabled, the Mode LED e flashes orange once each second. If both
modes are enabled, the Mode LED e flashes orange twice each second.

Instead of clicking again the button to exit the manual operation mode (Esc), you can click
both Pass GAs 0 and Pass IAs @ buttons simultaneously.

This functionality can be configured using ETS: From the Parameters tab select General
settings and use the Manual operation on device parameter to select either:

e Disabled

e Enabled with time limit 1 min
e Enabled with time limit 10 min
e Enabled with time limit 30 min

o Enabled without time limit (default option).

6.5 LED Indicators
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6.5.1 KNXLED
Overview of the different indications of the KNX LED 0:

Color | Pattern Description
Solid The device is powered
Green
Flickering | Telegram traffic on the KNX bus
Red Shortly | Communication failures

6.5.2 Mode LED
Overview of the different indications of the Mode LED 6:

Color | Pattern Description
Green Solid Standard operation mode
Red Solid Programming mode is active
e
Flashing | Loading error, e.g., after an interrupted download
¢ Manual operation is active
Flash x1
e Forwarding IA or GA
Orange
¢ Manual operation is active
Flash x2
¢ Forwarding IA and GA
6.5.3 IPLED

Overview of the different indications of the IP LED @:

Color | Pattern Description

) e Active Ethernet link
Solid

Green e Valid IP settings

Flickering | IP telegram traffic

e Active Ethernet link

Red Solid | e Invalid IP settings or IP settings not received from
DHCP server yet
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7 Reset to Factory Settings

To reset the Intesis KNX IP Router Secure to its factory settings, follow this procedure:
1. Disconnect the KNX connector 0 from the device.
2. Press the KNX programming button 9 and keep it pressed down.
3. Reconnect the KNX connector 0 to the device.
4. Keep the KNX programming button 9 pressed for at least another six seconds.

A short orange flash of all LEDs (GQ@@) indicates a successful reset of the Intesis
KNX IP Router Secure to its factory default settings.
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Configuration with ETS

8.1 ETS database
The ETS database (ETS 5.7 or higher) can be downloaded from the product page, via the
KNX online catalogue, or by clicking here.

When importing the Intesis KNX IP Router Secure to your project, ETS will prompt you to set
a project password.

> Set Project Password New project

New Password To ensure secure communication, you must
provide your project with a password so the
ssssssss stored keys in the project are protected. Click
Cancel to not use security at the IP Backbone in
Strong this project

Repeat Password A good password should consist of:

« Eight or more characters +/
One or more digits
r more upper case characters v

ase characters v

B ssssssss

@ Tired to enter your project passwords every time? Try our Project Access Assistant!
% Learn more

+/ Set Password X Cancel

Enter the password and click Set Password.

A new dialog will ask if you also want to secure the tunneling interfaces.

You can set the password and activate the security for the tunneling interfaces later from the
Properties -> Settings menu.

8.2 Properties Menu
Select the Intesis KNX IP Router Secure from the Topology panel to habilitate its Properties

€« — | T 00IP backbone line 1) 1.1.0 KNX IP Router sec... X ilvEv v Bv @v 00 @ 0 4v
@ Topology v £ Searc ~ | @ Properties >
Search Folders [l Group Objects @  lj} Parameters o & o ®
1 Download required Number * Name Object Fun| Settings IP Comments Info
1
Not assigned to a line .
0% 0.0 IP backbone line KNX IP Router secure
~ [&} 1.0 IP main line
. Individual Address
~ I3 L1TPline PR
B
I > 4€1.1.0 KNX IP Router secure I

Description

Last Modified 01/06/2026 15:49
Last Downloaded -

Serial Number - 2

Secure Commissioning
W Activated v

BB Add Device Certificate

Secure Tunneling

Deactivated v
Status
Unknown v
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All changes in the Properties menu become effective only after a successful application

download.

8.2.1 Settings Tab

® Pro perties >
& B = @
Settings P Comm... Infa
Name

KNX IP Router Secure

Individual Address
11 0

~

Description

Last Modified 01/06/2026 12:57
Last Downloaded -

Serial Number -7
Secure Commissioning
. Activated N
B8 Add Device Certificate
Secure Tunneling
W Activated v

Status

Unknawn v

Name: Type a name.

Individual Address: Type the individual address.

The individual address assigned to the Intesis KNX IP Router Se-
cure determines whether it operates as a line or area coupler:

¢ If the individual address is in the form of x.y.0 (x, y: 1 .. 15), it
operates as a line coupler.

¢ If the individual address is in the form of x.0.0 (x: 1 .. 15), it op-
erates as an area coupler.

Description: Type a description.

Secure Commissioning: Use this option to set a project password, if
you haven’t yet. When this option is activated, two new options appear
in the IP tab, showing a commissioning password and an authentica-
tion code. See IP Tab.

Add Device Certificate: This certificate contains the serial number and the factory default
setup key (FDSK) of the Intesis KNX IP Router Secure.

E]_ El. Adding Device Certificate
[=]
This device suopcrts secure commissioning
if you have the certificate of the device available, you can scan the QR code or enter it now.
ADC777T - 675AK4 - 4Q6PBQ - OED743 - HFDGZ4 - IHPA3K v
Serial Number 00CS:FFFFDFES
Factory Key ~ 15CE43CFOCTC41FFOB39466CFI077836
oK Cancel

The certificate is printed as text on the device, and it can also be scanned from the printed
QR code via a webcam.
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The device certificate is just an initial key required to safely put a device into operation from
the start. During the first secure download, the initial key is replaced by ETS with a new key
that is generated individually for each device.

The initial key is only reactivated after a master reset.

The serial number in the certificate enables ETS to assign the correct key to a device during
a download.

Secure Tunneling: Use this option to secure IP tunneling connections, if you haven't yet. If
activated, a password is assigned to each additional KNXnet/IP tunneling interface. See Ad-
ditional KNXnet/IP Tunneling Interfaces.

8.2.2 IPTab
B _ R Obtain an IP address automatically (default option):
AP The DHCP server on the IP network will automatically
© - © assign an IP address to the Intesis KNX IP Router Se-

Settings IP Comments Info

cure.

Obtain an IP address automatically

Q' Use a static IP address 0

':’?}’ﬁfi;wu | To use the automatic IP address assignment, a DHCP
: server must be present on the LAN.

Subnet Mask
255.255.255.0

Use a static IP address: Select this option to assign

Default Gateway an IP address manually.
255.255.255.255
MAC Address IP Address: Type an IP address for the Intesis KNX IP
Router Secure.

Multicast Address
Subnet Mask: Type the subnet mask according to the
IP address.

Default Gateway: If needed, type the IP address of the gateway (e.g., the DSL router con-
nected to the KNX installation).

If the Secure Commissioning and Secure Tunneling
@ Commissioning Password options are activated in the Settings tab, two more op-
R tions appear here:

W Authentication Code

5e-6(-7q-8h The Commissioning Password and the Authentica-
tion Code are used for a secure connection to the In-
tesis KNX IP Router Secure from ETS.

8.2.3 Additional KNXnet/IP Tunneling Interfaces

For the interface function, the Intesis KNX IP Router Secure implements eight additional
KNXnet/IP tunneling interfaces that are visible when expanding the device element in the To-
pology view.
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« T 0.0 IP backbone line @ 1.1.255 KNXnet/IP tun... 4|~ v v« By @~ 00 & ® 4v
il Topology > P sear ~ [ Pproperties >
Search Folders Associations 0 I} Parameters {} ]
1 Download required Group Address * Description Data Type C Settings Comments nfo

1 Not assigned to a line
TT% 0.0 IP backbone line
W |ﬂ} 1.0 IP main line

~ [8 1.1 TP line

Name

Individual Address

255 |2
b 13 1.1.0 KNX IP Router secure : :

@ 1.1.255 KNXnet/IP tunneling interface Description

w0 1.1.254 KNXnet/IP tunneling interface

W 1.1.253 KNXnet/IP tunneling interface

w 1.1.252 KNXnet/IP tunneling interface

@ 1.1.251 KNXnet/IP tunneling interface W Password

w 1.1.250 KNXnet/IP tunneling interface 3n($P<SU

w0 1.1.249 KNXnet/IP tunneling interface Secure Group Addresses

W 1.1.248 KNXnet/IP tunneling interface Supported N
= Export Interface Information

KNXnet/IP tunneling interfaces are used by client devices (e.g., a PC running ETS, a visuali-
zation server, etc.) for connecting to the KNX installation via the IP network.

Select the desired KNXnet/IP tunneling interface to open its Properties menu.
Name: Type a name.

Individual Address: Type the individual address.

Set an individual address within the address range of the bus line in which the Intesis KNX
IP Router Secure is installed.

The individual address cannot be used by any other device.

Each individual address is associated with a connection. Thus, when a client (e.g. ETS) sends
telegrams to the bus through the Intesis KNX IP Router Secure, it is identified with the as-
signed additional address. In the same way, response telegrams can be clearly transmitted to
the respective client.

Description: Type a description.

Password: If Secure Tunneling is activated in the Settings tab, a unique password will be
created automatically for each tunnel.

Secure Group Addresses: Select whether the secure group addresses function is Sup-
ported or Not Supported.

Export Interface Information: Generate a KNX keyring file (*.knxkeys) containing the group
address information assigned to the tunnel.
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[fl Group Objects 0 I} Parameters

1.1.0 KNX IP Router Secure > General settings

Prog. mode on device front
General settings

Manual operation on device
Routing (KNX -> IP)

Routing (IP - KMNX)

Description Mote: For device name and IP settings see d

alog “Properties

Disabled © Enabled

Enabled without time limit -

Disabled

Enabled with time limit 1 min
Enabled with time limit 10 min
Enabled with time limit 30 min

Enabled without time limit v

Prog. mode on device front: When enabled, in addition to the normal programming button,
the Intesis KNX IP Router Secure allows activating and deactivating the programming mode
by pressing simultaneously both Pass GAs 0 and Pass IAs @ buttons.

Manual operation on device: This parameter sets the duration of the manual mode. Upon

completion the normal display mode is restored.

8.3.2 Routing (KNX -> IP)

1.1.0 KNX IP Router secure > Routing (KNX -= IP)

General

Individual addressed telegrams
Routing (KNX -> IP)
Broadcast telegrams

Raouting (IP -> KMNX)

telegrams

Description Group telegrams (main groups 0 to 13)

Group telegrams [main groups 14 to 31)

Acknowledge (ACK) of group telegrams

Acknowledge [ACK) of individual addressed

Filter -

Filter -

Filter -
Block Q' Route

Always @ Only if routed

Only if routed v

Group telegrams (main group 0 to 13):

¢ Block: No group telegrams of this main group are routed to IP.

¢ Route: All group telegrams of this main group are routed to IP independent of the filter

table. This setting is for test purposes only.

o Filter (default option): The filter table is used to check whether the received group

telegram should be routed to IP or not.
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Group telegrams (main group 14 to 31):
¢ Block: No group telegrams of main groups 14 to 31 are routed to IP.
¢ Route: All group telegrams of main groups 14 to 31 are routed to IP.

o Filter (default option): The filter table is used to check whether the received group
telegram should be routed to IP or not.

Individually addressed telegrams:
o Block: No individually addressed telegrams are routed to IP.
¢ Route: All individually addressed telegrams are routed to IP.

o Filter (default option): The individual address is used to check whether the received
individually addressed telegram should be routed to IP.

Broadcast telegrams:

o Block: No received broadcast telegrams are routed to IP.

¢ Route (default option): All received broadcast telegrams are routed to IP.
Acknowledge (ACK) of group telegrams:

¢ Always: An acknowledge is generated for every received group telegram (from KNX).

o Only if routed (default option): An acknowledge is only generated for received group
telegrams (from KNX) if they are routed to IP.

Acknowledge (ACK) of individually addressed telegrams:

e Always: An acknowledge is generated for every received individual addressed tele-
gram (from KNX).

e Only if routed (default option): An acknowledge is only generated for received indi-
vidually addressed group telegrams (from KNX) if they are routed to IP.

o Answer with NACK: Every received individually addressed telegram (from KNX) is
responded to with NACK (Not acknowledge). This means that communication with in-
dividually addressed telegrams on the corresponding KNX line is not possible. Group
communication (group telegrams) is not affected. This setting can be used to block
attempts at manipulation.

When using Answer with NACK, accessing the device via KNX TP is no longer possible. The
configuration must be performed via IP.
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8.3.3 Routing (IP -> KNX)

1.1.0 KNX IP Router secure > Routing (IP -> KNX)

Description Group telegrams (main groups 0 to 13) Filter -
i 3 ilte -

| Group telegrams (main groups 14 to 31) Filter

Individual addressed telegrams Filter b
Routing (KNX -> IP)

Broadcast telegrams Block O Route
Routing (IP -> KNX)

Repetition of group telegrams Disabled ‘@' Enabled

Repetition of individual addressed telegrams Disabled © Enabled

Repetition of broadcast telegrams Disabled © Enabled

Group telegrams (main group 0 to 13):
¢ Block: No group telegrams of these main groups are routed to KNX.

¢ Route: All group telegrams of this main group are routed to KNXG independent of the
filter table. This setting is used for testing purposes only.

o Filter (default option): The filter table is used to check whether the received group
telegram should be routed to KNX.

Group telegrams (main group 14 to 31):
o Block: No group telegrams of main groups 14 to 31 are routed to KNX.
¢ Route: All group telegrams of the main groups 14 to 31 are routed to KNX.

o Filter (default option): The filter table is used to check whether the received group
telegram should be routed to KNX.

Individually addressed telegrams:
e Block: No individually addressed telegrams are routed to KNX.
¢ Route: All individually addressed telegrams are routed to KNX.

o Filter (default option): The individual address is used to check whether the received
individually addressed telegram should be routed to KNX.

Broadcast telegrams:

o Block: No received broadcast telegrams are routed to KNX.

¢ Route (default option): All received broadcast telegrams are routed to KNX.
Repetition of group telegrams:

o Disabled: The received group telegram is not resent to KNX in case of a fault.
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¢ Enabled (default option): The received group telegram is resent up to three times in
case of a fault.
Repetition of individually addressed telegrams:

o Disabled: The received individually addressed telegram is not resent to KNX in case
of a fault.

o Enabled (default option): The received individually addressed telegram is resent up to
three times in case of a fault.

Repetition of broadcast telegrams:
¢ Disabled: The received broadcast telegram is not resent to KNX in case of a fault.

o Enabled (default option): The received broadcast telegram is resent up to three times
in case of a fault.

8.4 Programming

The Intesis KNX IP Router Secure can be programmed in different ways from ETS:

8.4.1 Programming Through the KNX Bus

For this method, an additional interface (e.g., a USB interface) is required to allow ETS access
to the KNX bus.

You just need to connect the Intesis KNX IP Router Secure to the KNX bus. The individual
address and the entire application, including the IP configuration, can be programmed.

Programming via the bus is recommended if no IP connection can be established.

8.4.2 Programming Through KNXnet/IP Tunneling

No additional interface is required.

Programming via KNXnet/IP Tunneling is possible if the Intesis KNX IP Router Secure already
has a valid IP configuration.

In this case the Intesis KNX IP Router Secure is displayed in the ETS menu used to manage
connections, whose location varies depending on the ETS version.

8.4.3 Programming Through KNXnet/IP Routing

i g

No additional interface is required.

Programming via KNXnet/IP Routing is possible if the Intesis KNX IP Router Secure already
has a valid IP configuration.
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In this case, ETS uses the PC’s network interface as the communication endpoint. Therefore,
ETS displays the available network adapters of the PC rather than the Intesis KNX IP Router
Secure itself.

ETS menu for managing connections will list all the network interfaces available on the PC.
Ensure you select the correct one.

TIP

The correct PC network interface will be on the same IP network as the Intesis KNX IP Router
Secure. You can use the ipconfig command on Windows to check the IP address of each
network adapter.

8.4.4 Programming Through Direct IP Connection

o

This method is recommended, since the Intesis KNX IP Router Secure configuration can be
loaded at a high speed.

No additional interface is required.

Programming via direct IP connection is possible if the Intesis KNX IP Router Secure already
has a valid IP configuration as well as an individual address.

8.5 Remote Access

Remote access to the KNX TP installation via Internet is possible with the Intesis KNX IP
Router Secure.

Remote access can either be carried out using Network Address Translation (NAT) or Virtual
Private Network (VPN). In addition to selecting the type of access, it is also possible to secure
the KNX network using KNX Security.

8.5.1 Remote access with NAT

A

Remote access via NAT, without further safety measures, poses significant dangers. Port for-
warding provides universal access to your local IP network and your KNX system. Any Internet
user can discover the open port on your static public IP address and can, for example, access
your KNX network via the ETS software.

A

We strongly advise using NAT only temporarily for testing or diagnostic purposes. After that,
close the port again to prevent abuse.

A

If remote access is realized through NAT, do NOT use port 3671 as the external port (the
port towards the Internet). 3671 is the official port for eFieldControl(EIBnet) registered by
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KNX Association and can be easily determined by unauthorized persons. Please use a port
in the non-reserved range between port 50000 and port 60000.

In the following sections, the generic term network gateway is used instead of router or mo-
dem to refer to the device connected to the KNX installation that provides Internet access.
This distinction helps differentiate it from the Intesis KNX IP Router Secure and avoids po-
tential confusion.

8.5.1.1 Necessary Settings in the Network Gateway

1. Open the configuration interface of the network gateway connected to the KNX instal-
lation.

2. Enter the section to allow external access.

This section is often called Port Forwarding, NAT, Permit Access, or similar.
Set the parameters as needed.

o External port: Use a port in the non-reserved range between port 50000 and port
60000.

¢ Internal IP address: Set the IP address of the Intesis KNX IP Router Secure.
¢ Internal port: Set the port of the Intesis KNX IP Router Secure.

Apply the changes to save the port forwarding in the network gateway.

8.5.1.2 IP Configuration of the Intesis KNX IP Router Secure

If you haven'’t already assigned a valid IP address to the Intesis KNX IP Router Secure, do
so now as explained in IP_Tab.

Use the Default Gateway parameter in the IP tab to set the IP address of the network gate-
way.

8.5.1.3 Establishing an IP Tunneling Connection with ETS

o

This process varies depending on your version of ETS.
In ETS5, the menu to manage connections is located in Bus -> Connections -> Interfaces.

In ETSG6, this menu is located in Bus -> Manage Configured Connections.
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1. Enter the connections manager.

2. Add a new interface.

3. Set the needed parameters:

e Name: Type a name.

e Server: Set the public IP address of the network gateway.

e Port: Set the port specified as the external port in the network gateway’s settings.

4. Ensure that the Connect using NAT mode option is checked.

= iConaectins Current Interface L 1P Tunneling
1 IP(NAT) N
Interfaces * Individual Address: 1.1.250 e
Opt IP (NAT)
ions . ;
2 4 Configured Interfaces + X
Server
= Monitor 4 PNAT) 8414585.60:52011 84145.85.60
Group Monitor 4 Discovered Interfaces Port
e 52011
il b 11250 KNXIP Interface 731 192168.5.30:3671 00:24:6D:01:15:7E
Network Address Translation
— Diagnostics Connect using NAT mode
Unload Device Be careful if using NAT mode
1, to connect to unsecured
Device Info interfaces over the internet.
I¢'s safer to establish a VPN
|~ Individual Addresses connection and use local IP
addresses instead.
Programming Mode
Individual Address Check Security
Secured
Line Scan
k Test
ETS Version ETS 5.5.2 (Build 665) License ETSS Professional Apps 1 active

8.5.2 Remote Access with Virtual Private Network (VPN)

To establish a VPN tunnel, the VPN server functionality must be configured on the network
gateway connected to the KNX installation. Additionally, a VPN client must be configured on
the PC used to access the installation.

The procedure for setting up the VPN server on the network gateway and the VPN client on
the PC requires vendor-specific configuration software and is not covered in this manual. Re-
fer to the network gateway documentation for all the information required to complete the pro-
cedure.
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8.5.2.1 Accessing the Intesis KNX IP Router Secure Remotely with the ETS

Once you have added the VPN connection to the network gateway, configured the VPN client
on the PC, and established the connection between them, you must establish an ETS con-
nection via the VPN connection.

Overview Bus

= Connections

Interfaces

Options

= Monitor

Group Monitor

Bus Monitor

— Diagnostics

Unload Device

Catalogs

Settings

Current Interface

4. IP(VPN)
Individual Address: 1.1.252

4 Configured Interfaces +
b IP(VPN) 1921685353671

4 Discovered Interfaces

KNX

< 1P Tunneling

1
Name
1P (VPN)

Individual Address

11252 Address free?

Server

192.168.5.35

Port
3671

Network Address Translation

Connect using NAT mode
Device Info

Be careful if using NAT mode
1", to connect to unsecured
Programming Mode interfaces over the internet.
It's safer to establish a VPN
Individual Address Check connection and use local IP
addresses instead.

= Individual Addresses

Line Scan
Security

Secured

Ok Test

ETS Version ETS 5.5.2 (Build 665) License ETSS Professional Apps 1 active

It is not possible for ETS to identify the interface automatically via the Internet, so you must
set the needed parameters manually.

N

Enter the Bus menu.

2. Inthe Connections parameter, select Interfaces.

3. Create a new interface.

4. Set the needed parameters manually:

e Server: Set the static IP address of the Intesis KNX IP Router Secure.
o Port: Set the Intesis KNX IP Router Secure port.

5. Ensure that the Connect using NAT mode option is checked.

Although the connection is not established in NAT mode, this option enables certain initiali-
zations that are necessary for a KNXnet/IP connection.
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