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1 Offline Update

Updating the Anybus Defender firmware is usually done online, through the WAN interface (usually IGBO0), as
long as it is able to reach the public update server. However, in certain cases where the device cannot reach
the internet upgrade is still possible with the offline method. This document serves as a step-by-step guide.

NOTE: This upgrade procedure is applicable to Anybus Defender 4000 and higher series only.

1.1 Preparation

Download the firmware image from www.hms-networks.com, under the Support & downloads Tab for the
individual product, under “Downloads, documentation and resources”, section “Firmware”.

Download the file, for instance “Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE-2025042412.img.gz”
and unzip it to reveal the .img file.

1.2 Creation of USB stick

First a USB stick needs to be prepared with the right image. Use the image called “Offline-Update” from the
release package. To create a USB disk a Windows tool called Rufus must be used.

Download the latest version of Rufus here: https://rufus.ie/

Start Rufus

# Rufus 4.7.2231 (Portable) = X

Drive Properties
Device

v
Boot selection

Disk or IS0 image (Please select) vl @ SELECT

Partition scheme Target system

A Hide advanced drive properties
(O List USB Hard Dri
Add f

Enat

Format Options

Volume label

File system Cluster size

v Show advanced format options

Status

READY
® O = START CLOSE

0 devices found
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Press SELECT to open an image. Select an unzipped file with “Offline-Update” to create one to flash the
device completely. In this example: Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE-2025042412.img

v AN @8 > ThisPC > Local Disk (C:) > TEMP

Organize v New folder
R Dropbox » Name

@8 Downloads B Rufus

| TEMP

B8 ABD 2.5.2-20240
W This PC

== Local Disk (C:)

‘: Network

Q@ =t

1 device found

& Rufus 4.7.2231 (Portable) -

Drive Properties

Device

NO_LABEL (Disk 1) [16 GB]

Boot selection

Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE- v () SELECT
Partition scheme Target system

MBR BIOS (or UEFI-CSM)

A Hide advanced drive properties
(] List USB Hard Drives

Add fixes for old BI(

es (extra partition, align, etc.

Enable runtime UEFI media validation

i

Format Options

Volume label

ICS360DEFENDER
File system Cluster size
FAT32 (Default) 8192 bytes (Default)

v Show advanced format options

Status

READY

START CLOSE

kUsing ..t Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE-2025042412.img

B Screenshots B Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE-2025042412

File name: | Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE-2025042412

4

Type
File folder

Disc Image File

vDisk or ISO image

Cancel ‘
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Press START and Acknowledge that all data on the USB drive will be destroyed.

& Rufus 47.2231 (Port:

Drive Properties
Device
NO_LABEL (Disk 1) [16 GB] &

Boot selection

Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE- @ SELECT
Partition scheme Target system

MBR BIOS (or UEFI-CSM)

A Hide advanced
List USB Hard Drives

Rufus X

| WARNING: ALL DATA ON DEVICE "NO_LABEL (Disk 1) [16 GEI | —
!\ WILL BE DESTROVED.

To continue with this operation, click OK. To quit click

CANCEL.

Cancel

v Show advanced format options

Status

READY

® O® = START CANCEL

Please wait...

Let Rufus prepare the USB stick with the offline update. This can take a few minutes.

& Rufus 4.7.2231 (Portable -

Drive Properties
Device

NO_LABEL (Disk 1) [16 GB] 151

Boot selection
Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE- @ SELECT
Partition scheme Target system
MBR BIOS (or UEFI-CSM)
A vanced driv
List USB Hard Drives
Add fixes for old BIOSes (extra partition, align, etc.)

Enable runtime UEFI media validation

Format Options
Volume label
ICS360DEFENDER

File system Cluster size
FAT32 (Default) bytes (Default)

v
Status
Writing image: 96.4%
® O = START CANCEL
Please wait...
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When ready the status screen looks like this:

& Rufus 4.7.2231 (Por

Drive Properties

Device
NO_LABEL (Disk 1) [16 GB] v B
Boot selection
Anybus.DefenderFW-Offline-Update-2.5.2-RELEASE- @ SELECT
Partition scheme Target system
MBR BIOS (or UEFI-CSM)
A Hide advanced drive properties
[JJ List USB Hard Drives
Add fixes for old BIOSes (extra partition, align, etc.)
Enable runtime UEFI media validation
Format Options
Volume label
16 GB
File system Cluster size
FAT32 (Default) 8192 bytes (Default)

v Show advanced format options

Status

® O = CLOSE

1 device found
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Now put the USB drive in one of USB ports on the Anybus Defender that you want to update. Any of the USB

ports will work.
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1.3 Enable offline update mode

Connect to the Anybus Defender web configuration interface. By default, open a browser and surf to
https://192.168.200.1.

NOTE: This does not have to be done locally, e.g. you can have someone else insert the USB key in the
Defender and remotely access the device to initiate an update.

In MENU: System -> Update, TAB: Update Settings, find the setting ”"Enable Offline Firmware Updates from
removable storage i.e. USB sticks” and select the checkbox in front. Press “Save” to confirm.

@® ©®  ~+ Anybus-Defender.localdoma X | + v

€ > C ([  ©NotSecure hitps://192.168.200.1/system_update_settings.php b<g ® &k o O & 9

Anybus’ System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics ~

System / Update / Update Settings

System Update Update Settings

—
. oo |
|

Dashboard check Disable the Dashboard auto-update check

Enable Offline Enable Offline Firmware Upgrades from removable storage i.e. USB sticks

Upgrades

Anybus Defender is © 2016 - 2025 by HMS Networks. All Rights Reserved. [Open Source Notice] [Terms of Use]
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Change to TAB: System Update. A notice that Offline Firmware Upgrades are enabled is given, and the
software is searching for valid updated files on the connected USB drives. This can take a few minutes as files
are copied over to local storage.

@ @ |~ Anybus-Defender.localdomz’ X | 4 o

€ > C @  ©Notsecure https:/[192.168.200.1/pkg_mgr_install.php?id=firmware * R &k e O 4R

M System + Interfaces ~ Firewall ~ Services v VPN ~ Status ~ Diagnostics ~

System / Update / System Update

System Update Update Settings
—

Offline Firmware Upgrades are enable x

| Confirmation Required to update Anybus Defender system.

Current Base System 2522024080211
Latest Base System

' Retrieving

Anybus Defender is © 2016 - 2025 by HMS Networks. Al Rights Reserved. [Open Source Notice] [Terms of Use]

When a valid update file is found the GUI will provide the information what version can be updated too and
provide the option to “Confirm” to initialize the upgrade.

©®  ©®  ~* Anybus-Defender.localdoma X | 4 o

€ > C [  ©NotSecure https:/[192.168.200.1/pkg_mgr_install.php?id=firmware Y ® &k o O g 1

Anybus’ System ~ Interfaces ~ Firewall + Services ~ VPN + Status ~ Diagnostics ~

System / Update / System Update

System Update Update Settings

| Confirmation Required to update Anybus Defender system.
Current Base System  25:2-2024080211
Latest Base System 2.5.2-2025042412
l Confirm Update  Confim

Anybus Defender is © 2016 - 2025 by HMS Networks. All Rights Reserved. [Open Source Notice] [Terms of Use]
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After pressing Confirm, the upgrade will initialize. The system will reboot automatically, and the total
upgrade procedure only takes a few minutes.

(] o ~#= Anybus-Defender.localdomz X +

<

When finished you can connect through the web-interface again,

> C M © NotSecure  https://192.168.200.1/pkg_mgr_install.php g % B

Anyb System ~ Interfaces ~ Firewall ~ Services v Status ~ Diagnostics +

System / Update / System Update

Upgrade will continue after the syste

System Update Update Settings
—

Offline Firmware Upgrades

Installed packages to be UPGRADED:
1CS360.Defender-kernel-1C5360.Defender: 2.5.2-2024080211 -> 2.5.2-2025042412 [ICS360.Defender-core]

Number of packages to be upgraded: 1

or power off.

[1/1] Upgrading ICS360.Defender-kernel-ICS360.Defender from 2.5.2-2024080211 to 2.5.2-2025042412...
[1/1] Extracting ICS360.Defender-kernel-ICS360.Defender-2.5.2-2025042412: ..uuvuusns done

===> Keeping a copy of current kernel in /boot/kernel.old
>>> Removing unnecessary packages... done.

System is going to be upgraded. Rebooting in 10 seconds.
Success

>>> Setting vital flag on php74... done.

>>> Updating repositories metadata... done.
2.5.2-2025042412 version of ICS360.Defender is available

Anybus Defender is by HMS Networks. All Rights. d. [Open Source Notice] [Terms of Use]

new software version on the dashboard.

@® @  ~# Anybus-Defenderlocaldoma x = +

<

> C M@ © NotSecure  https://192.168.200.1

System ~ Interfaces ~ Firewall ~

Status / Dashboard

System Information

Name Anybus-Defender.localdomain
User admin@192.168.200.100 (Local Database)
System Anybus Defender

Serial: 100736
Anybus Defender Device ID: 00000000-0000-0000-0000-

3cecef98c934
License PRO
Version 2.5.2-RELEASE-2025042412 (amd64)

built on Thu Apr 24 12:10:18 EDT 2025

Warning: Offiine updates are enabled. Anybus Defender will not
reach out to check for online updates. Insert a USB flash drive with
Anybus Defender firmware to update.

Hardware  AES-CBC,AES-CCM AES-GCM AES-ICM AES-

crypto XTS,SHA1,SHA256

Uptime 00 Hour 03 Minutes 21 Seconds
Current Mon May 5 8:16:12 UTC 2025
dateftime

DNS server(s) * 127.0.0.1
* 192.168.86.1

Lastconfig  Mon May 5 8:13:44 UTC 2025
change
State table
size 0% (7/794000) Show states
Temperature

39.0°C
Load average 0.39, 0.25,0.11
CPUusage (NN

1

Vemory NS
usage 26% of 7945 MiB

* W B

Status ~ Diagnostics ~

x

+

4> 1000baseT <full-duplex>

2 W
A 1000baseT <full-duplex>

Thermal Sensors

192.168.86.85

192.168.200.1

/00

Zone 0:40.1°C

Core 3:39.0 °C

Core 2:39.0 °C

Core 1:39.0 °C

Core 0: 40.0 °C

and after logging in you can confirm the
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